
   

  

  

                   

“ 7 out of 10 websites are vulnerable to 
various application layer attack vectors. ”

- Gartner

Compliance to the Payment Card Industry Data Security Standard (PCI-DSS) Version 1.1 requires 
that all web facing applications are protected using an application layer firewall. The industry is rife 
with examples of breaches to web applications and attacks on web applications are ever increasing. In 
this day and age, it is imperative for organizations to protect their web applications. A Web 
Application Firewall (WAF) such as the AppSentinel firewall provides protection, control over 
malicious attacks and compliance to PCI. AppSentinel uses a modular approach to provide the much 
needed protection. 

AppSentinel Salient Features

1. Intrusion Detection –
Proactively identifies and detects 
web attacks using attack pattern 
signature matching.

2. Defender – Protects against 
common web application threats.

3. Inspector – Robust and deep 
HTTP inspection mechanism that is 
fully configurable.

4. Robust Logging - Logs all 
requests based on criteria that are 
easy to configure and manage.

5. Centralized Management –
Easy to configure and manage the 
AppSentinel WAF in a centralized 
manner.

6. Policy Management – Allows you 
to manage corporate policies across 
a single or many web applications.

7. Dashboard Reporting – Easy to 
read reports from a dashboard for 
various audience groups.

“ AppSentinel can help you attain compliance to PCI ”



                                                            

Deployment and Management
The AppSentinel Web Application Firewall can be deployed on web servers running one or many 
web applications. It has its own service oriented architecture (SOA) web services interfaces that 
you can use to configure and manage the modules that ships with it. These modules can be 
selected as per your corporate requirement. Management and configuration of these modules is 
easy and very intuitive. You can protect, monitor and configure the WAF to address your 
strategies and compliance needs from a central location. 

Integration Possibilities
AppSentinel can integrate with various 
components so that detected vulnerabilities can 
be mitigated. 

Some integration scenarios are listed below. 

1. Import vulnerability reports created by 
commercial products and configure rules 
automatically.

2. Run source analysis module and protect 
possible entry points.

3. Developers can define rules for all 
parameters which can be applied as part of 
application security policy.
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“  Centralized Corporate Policy Management ”

Rules Management 
AppSentinel seamlessly integrates 
with your web server. Configuring 
and maintaining rules have never 
been easier. You can add rules as 
needed on an adhoc basis without 
having to restart the web server. 

“  Configuring and Managing Rules 
has never been this easy ! ”


